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Research, Technology Development and Innovation Unit

« The SatCen Research, Technology Development and Innovation Unit participates in several R&l

projects with the objective of implementing new operational solutions to enhance SatCen operational
services.

« One of the ongoing projects is ENTRUSTED, focused on providing the user perspective to the
definition of the future secure Satellite Communication (SatCom) services for EU governmental
users (GOVSATCOM).
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ENTRUSTED Project Objectives

ENTRUSTED is a H2020 Project focused

on providing the user perspective to IDENTIFICATION

OF USER NEEDS

GOVSATCOM, ensuring that the future & REQUIREMENTS

secure Satellite Communication services Collection of
are in line with users needs. “ use cases

The user needs will be reflected in a User
Requirements Documents, complemented
with a R&l Roadmap for the associated
user technologies

R&| ROADMAP
DEFINITION

R&I gap
analysis
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Identification of
user
communities

Formulation of
user requirements

ANALYSIS OF
SATCOM USER
TECHNOLOGY

Analysis of
future trends

Review of
relevant
R&I projects

Definition of
necessary
R&I activities

Review of the latest
SatCom user
technology and
enabled services

Identification of
key technological
factors




Engaging Final Users

« A Network of Users (NoU) is Wiy
established within ENTRUSTED,
composed of Member States’
representatives and EU entities.
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User Consultation Process

An EU-wide User Consultation
Process has been carried out.
Main elements of the process

include:

1.

EU users survey
Answers aggregation and
analysis

Critical assessment
iIncorporating
ENTRUSTED consortium
expertise

Derivation of user
requirements and
definition of use cases
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ENTRUSTED
User Consultation Process

- Users from MS (National Users)
- EU Entities (EU Users)
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experienced users

ENTRUSTED Partners are the PoC for the survey
(MS has the priority to contact National Users)

000 000 00 :1
000 220
(el Wil il
(s ) W
Potential Potential Potential
GOVSATCOM Users GOVSATCOM Users GOVSATCOM Users
contacted by PoC | contacted by PoC 2 contacted by PoC N

Al Al G

This project has received funding from the European Union’s Horizon 2020

research and innovation programme under grant agreement No. 870330

European Union Satellite Centre © 2021

Potential Users Identified from User Communities »3‘
(ENTRUSTED Deliverable D2.1) el

Analysis of individual questions from
Non-experienced and Experienced users' answers

User capabllities General user needs User needs
and interests and capabllities associated to services
in the different use cases for GOVSATCOM services for specific FoA or Use Cases
(Survey sections A, B, C) (Survey section E)

(Survey sections A, B, C, D)

finding finding finding
assessment assessment assessment
recommendation

recommendation recommendation

Agreement among ENTRUSTED partners

User Requirements elaboration

Common User Requirements FoA/Use Case Specific Requirements

D2.3 - PART Il D2.3 - PART I
Section 5./ Section 5.6: M2M/loT and low data-rate
secure communications
D23 -PART Il
Section 5.4: Key Infrastructures
Section 5.5: Services In Polar regions
Section 5.6: RPAS/UAV Communications and Control
D2.3 - PART Il
Section 5.2: Surveillance
Section 5.3: Crisis Management
Section 54: Key Infrastructures - Military

D2.3 Delivery to Contracting authority
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Survey Participation

INTEREST IN USE CASE FAMILIES

( \

. Survellance M2M & icT ‘

. @ crisis Management UAV/RPAS ‘

ENTRUSTE O e @ |
SURVEY STUDY

' ' ' |

OVER g’*g‘ S @ PROSPECTIVE

GOVSATCOM USERS IDENTIFIED

SURVEY RESPONDENTS
2 TYPES OF QUESTIONNAIRES BY USER COMMUNITIES m n

ON SECURE SATCOM

INTEREST IN USE CASE FAMILIES BY USER COMMUNITIES

(294 | BorderAuthorities
70 .
(V¥y experienced users

Maritime Authorities

@) ) 6%
rw_+_ potential users 70

|9/ Y4 C—,M{profecr‘@n,‘

SURVEY COMMUNICATION 0920000000
|~ cAmPAIGN 304 | Hmantaran s
| =[] Ppress release 20% ZZZEL',‘ZM“”
[ website : A

soclal media

' 5},\3 Military Forces

d@h
= newsletter Crisis Key

Survellance Management Infrastructures Polar Regions M2M & IeT UAV/RPAS Other
2(,‘ (/ EU External Action
, SURVEY COLLECTION o 0,
v > ¥ - Border Humanitarian EU
J (APRIL — JUNE 2021) lq\/// Law Enforcement Bodles ‘ Authorities @ Ald External Action
" 000000000 Maritime Key Infrastructure Law Enforcement
national meetings o0 Authorities Operators Bodies
| 7 Others ® Military @ oves
interviews o 000 Protection Forces
} <
| el email
\ r m for f M
55 SURVEY e art satcom user technology & future trends
155 QUESTIONNAIRES COLLECTED - - RESULTS /.) - ey =

long term R&I road map
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Satellite Communication Services
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SatCom 4 Critical Infrastructures

Copernicus data collection \ P
and distribution

(back-up to terrestrial networks ;
through SatCom or EDRS)

Key Infrastructures operations
In the Arctic region
(main or secondary communications link)

Europol communications
(back-up to terrestrial networks)

' ATM, aircraft tracking
and passengers connectivity
(alternative to GSM/R network)

Rail traffic management
(alternative to GSM/R network)

Road traffic
(potential back-up t

ntial Back-up to
terrestial networks)

EGNOS and Galileo data
transmission

(anchor stations, control
centres and final users)

police missions

transport management missions
space infrastructure management missions

key infrastructure management in the Arctic region

& useof RPAS

‘_} need over the Arctic Region

& ]

other critical infrastructures
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Benefits for users involved In Critical Infrastructures

Secure Satellite Communication services can enhance the management and protection of a wide
range of Critical Infrastructures, covering functions as:

« Main communication link

« Backup communication link

* Network backhauling services

* Inter-service synergies
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Facilitating User Uptake

« Afree/online training has been
prepared by ENTRUSTED partners
to facilitate the user uptake of future

services. | ONI.INE cOURSE

Fundaments ;
* The course focuses on non- of Secure Satellite
experienced final users of secure Communications
SatCom, but anyone interested can e

fO”OW |t . oh '- ; : | MODU'I-EI‘ MODULE 2

Introduction. . SatCom technélogy
to SatCom : in depth 4

* There is no final exam!!

* Register here: g
https://entrusted.eu/resources/training soom SoverTaiE RN
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https://entrusted.eu/resources/training

ENTRUSTED Contact

zuspPgl ENTRUSTED Project Coordinator:
-~ H European Union Agency for the Space

for the Space
Programme

Programme ¢mat

entrusted@euspa.europa.eu

Linkedf)  Twitter gff

Work Package Leaders:
QEI
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Thank you!

Research, Technology Development
and Innovation Unit

rtdi@satcen.europa.eu



